


2020 Cyber Crime Losses



Underground Economy
•Communication

– Criminal Forums
– Jabber
– IRC
– Signal, Whatsapp, etc.

•Criminal Forums
– Multiple languages
– Carding/Varied
– Vetted
– Multiple levels of administration

•Services
– Money Laundering/Exchange
– Bulletproof Hosting
– VPN
– Coding

•Malware
•Exploit Kits

– Installs
– Botnets as a service
– DDoS
– “Anti-Virus” check
– Spam/Phishing/Spear Phishing
– Hacking



- Very inexpensive (< $1,000 per skimmer)
- Very profitable ($20,000 a week per skimmer)
- Undetectable to the victim
- Common across the entire United States and Europe
- Two basic categories

- Local crews
- Travel crews

- Used for several types of fraud
- Goods purchased by the obtaining criminals
- Sold to other criminals
- Used for fuel theft

- Often laundered using Gift Cards

Fuel Pump Skimming



Skimmer Tools



Bluetooth Skimmers
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Skimming Convictions



Ransomware



Ransomware



Business Email Compromise
• In 2020, the IC3 received 19,369 Business Email Compromise 

(BEC)/Email Account Compromise (EAC) complaints with 
adjusted losses over $1.8 billion.

• Has evolved to include compromise of personal emails, 
compromise of vendor emails, spoofed lawyer email accounts, 
requests for W-2 information, the targeting of the real estate 
sector, and fraudulent requests for large amount of gift cards.

• In new variations, the victim is initially being scammed in non-
BEC/EAC situations to include Extortion, Tech Support, 
Romance Scams, etc., that involved a victim providing a form 
of ID to a bad actor. That identifying information was then 
used to establish a bank account to receive stolen BEC/EAC 
funds and then transferred to a cryptocurrency account.



Business Email Compromise



• Minimum $50,000

• International Transfer

• <72 Hours Since Wire Transfer 
Initiated

• FBI, USSS, FINCEN, NCFTA, FS-
ISAC

Financial Fraud Kill Chain



– Minimum $50,000
– Summary of the Incident:
– Victim Name:
– Victim Location (City, State):
– Originating Bank Name:
– Originating Bank Account Number:
– Beneficiary Name:
– Beneficiary Bank:
– Beneficiary Account Number:
– Beneficiary Bank Location (if available):
– Intermediary Bank Name (if available):
– SWIFT Number:
– Date:
– Amount of Transaction:
– Additional Information (if available) - including “FFC”- For Further Credit; “FAV” – In Favor

Financial Fraud Kill Chain



SolarWinds Orion
•Actors surreptitiously tampered with updates released by 
SolarWinds for its Orion platform, a suite of network management 
tools. A platform used to monitor, analyze and mange Information 
Technology.

•Affected versions: 2019.4 through 2020.2.1 HF1
•Actors were exploiting SolarWinds Orion products containing 
SUNBURST malware to gain access to network traffic management 
systems.

•Seen on victim networks achieving full privileged access through 
trusted legitimate credentials, accounts, and applications. These 
credentials are often leveraged from victim-dedicated IP addresses.

•Once found, its up to the Cyber Security Professionals and System 
Administrators to determine if the actors used that vulnerability to 
pivot to a higher form of access.



SolarWinds Orion
• more than 425 of the U.S. Fortune 500
• all ten of the top ten US telecommunications companies
• all five branches of the U.S. military
• all five of the top five U.S. accounting firms
• the Pentagon
• the State Department
• the National Security Agency
• the Department of Justice
• The White House



Microsoft Exchange Email Server Hack

• This exploit remains ongoing, although significant mitigation 
measures are now in place

• Another malicious event attributed to Chinese state-sponsored 
actors

• Illustrates the speed and scale to which damage can spread
• Highlights the importance of timely application of software 

patches
(all of the following information derived from open sources)



MS Exchange Hack: Overview

• Scope assessment of impact grew rapidly – by mid-March 2021 it was 
assessed that hundreds of thousands of organizations/servers were 
impacted worldwide

• Microsoft assessed that cloud-based Exchange email systems were not 
impacted

• Chinese state-sponsored APT hacking group “Hafnium” is attributed as 
the actor

• This attack is unique in the size, scope and un-targeted nature
• Victims are primarily small-to-medium-sized businesses



MS Exchange Hack: 
Contrast to Solar Winds

• MS Exchange hack is much larger in scope – damage 
assessment is ongoing

• This hack is less discrete and therefore easier to detect, but 
more widely distributed






	Slide Number 1
	2020 Cyber Crime Losses
	Underground Economy
	Slide Number 4
	Slide Number 5
	Bluetooth Skimmers
	Slide Number 7
	Slide Number 8
	Ransomware
	Ransomware
	Business Email Compromise
	Business Email Compromise
	Financial Fraud Kill Chain
	Financial Fraud Kill Chain
	SolarWinds Orion
	SolarWinds Orion
	Microsoft Exchange Email Server Hack�
	MS Exchange Hack: Overview
	MS Exchange Hack: �Contrast to Solar Winds
	Slide Number 20
	Slide Number 21

